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FISCAL YEAR 2022 INFORMATION TECHNOLOGY STRATEGY

Statement of Vision for Technology
To measurably improve outcomes across the State of Connecticut by leveraging the right people,
process and technology in the delivery of reliable, secure and cost-effective services.

Background
Connecticut Organizational Structure of Technology

The technology resources in the State of Connecticut are primarily organized by agency. This reflects the
broader organizational structure of state agencies. Technology is alignhed to support the business of the
agencies.

The State of Connecticut does have central delivery of IT services in some core areas (e.g. e-mail, wide-
area networking, and datacenter services) to support multiple agency or statewide needs; however, the
bulk of the resources are attributed to agency specific missions. As of July 1, 2021, there were 695
Information Technology (IT) employees in the Executive Branch of which 131 (19%) are located centrally.

On March 17, 2021, Governor Lamont formally announced the launch of Information Technology
Optimization Process within State Government. This Optimization process, under the leadership of
State’s Chief Information Officer, will aim to centralize the coordination of the state’s IT resources and
operations. This year long process will establish a new organization, Bureau of Information Technology
Solutions or BITS, capable of delivering modern IT solution to support state agencies and the public. This
work is covered in detail under the Strategic Goals section of this report.

Connecticut remains one of the few states in the country that funds its IT operation through direct appropriations.
The majority of states utilize chargeback services so that line agencies have direct visibility into full cost of agency
operations.

This plan details the process of optimizing our technology resources in the state for greatest impact and outcomes
four our residents, businesses and state agencies

Capabilities

Traditionally, the technology capabilities have been largely focused on legacy application, infrastructure
maintenance and end-user support. There are emerging skills in architecture, business process re-
engineering, automation and project management. These skills are required to apply technology more
efficiently at a larger scale.

Over the last year, State made significant progress in collaboration technologies, cyber security,
adopting platforms like Salesforce, APl development and content modernization. State also has a
growing set of capabilities in cloud infrastructure and automation. The State continues to make steady
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progress in sharing best practices across agencies through more effective collaboration and knowledge
management.

External Perspectives

The National Association of State Chief Information Officers (NASCIO) recognized State’s stellar work in
COVID-19 response — for effective contact tracing as well as the facilitation of State workforce for
remote work - through nomination as finalist in two of the NASCIO State IT Recognition awards. The
winners will be announced in October at the NASCIO annual conference.

The Center for Digital Government issued their biennial ranking of state technology efforts in Oct 2020.
The 2020 Digital State’s Survey identified Connecticut with a grade of “B+ Trending Upwards” — while
highlighting progress made in digital efforts, remote working, cyber security and data management. This
follows a Digital State Survey 2018 and 2016 of grade “B+” and a 2014 grade “A-".

Current Technology Assessment

Following the transition to the Lamont administration, technology leaders within the state have been assessing
changes to the structure of state technology. The State recognizes that the pace of technology change continues to
increase, yet the state’s IT structure poorly leverages the scale of a 27,000-person organization.

The process of Optimization that is underway would bring greater customer satisfaction, workforce efficiency,
employee engagement and create the opportunity to fill skill gaps that exist in emerging technologies.

Strengths

The two data centers, one in Groton, CT and a partnership with the Commonwealth of Massachusetts to
share a backup data center in Springfield, MA has helped in incrementally moving agency computing
from older, location-based technology to a modern, shared, private cloud infrastructure. The adoption
of Microsoft Azure cloud for multiple use cases have provided more options for many workloads and
applications.

The State continues to deploy the enterprise Voice over IP (VolP) telephone system to state agencies.
This shared system greatly improves agency communication capabilities and reduces operational and
maintenance costs.

The State’s dedication to networking has driven large improvements and cost reductions as well. High-
speed networks are the highways of the future. The centrally managed Connecticut Education Network
and Public Safety Data Network jointly comprise the Nutmeg Network. This unique capability blankets
the state with fiber-optic networking. The state’s new Enhanced 911 service runs on this network.
Additional connections are added to the network on a regular basis to bring low cost, high bandwidth
access to schools, towns, libraries, state agencies, first responders and more.
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Connecticut is a leader in open government and open data, providing a massive amount of information
directly to the research community and to the public. The Open Data Portal at Data.CT.Gov continues to
provide access to rich data sets across domains.

Threat Intelligence continues to be a bright spot in the cyber security area. In July 2017, the State
announced its first cybersecurity strategy. April 2018 brought the release of the first Cybersecurity Action
Plan. These nation-leading documents outline the critical importance of protecting all the digital assets in
the state and prescribes seven key elements that all residents and businesses need to address to be
safer in our digital economy. Connecticut has begun the process of refreshing this 5-year strategy to
ensure alignment with the ever-changing cyber threat.

In January 2020, Governor Lamont outlined a new focus for the State of Connecticut: To become the
first all-digital government. The biennial budget enacted in June 2020 established a new Digital
Government Services team within the Department of Administrative Services. Agencies have also
delivered on significant digital government initiatives — DMV online services, business.ct.gov, DRS
myConnect, SOTS Business Registration Services, COVID-19 related applications, data and websites to
name a few. The Lamont administration continues to support the vision of Digital Government through
legislative actions, investments and strong executive commitment.

The growing recognition of technology led transformation potential, increased synergy of agency
business and IT teams focusing on customer outcomes, and realization of exploiting data as a strategic
asset are other emerging bright spots.

Challenges

Agencies have faced personnel and other budget reductions in information technology over the last
several years. As a result, the IT skills in place at agencies are primarily focused on maintenance of
existing systems and not on the transformation required by agencies. Ongoing budget pressures will
continue to drive reductions to operating funds, while demands for future technology skills are growing.

Agencies demonstrate a reliance on outside consulting assistance for any type of improvement
opportunities and some agencies also use consultants to augment existing staff in some areas just to
maintain applications when larger than normal maintenance demands occur.

One substantial result of the continued program-specific and agency-specific focus is the high number of
applications in the state’s portfolio. Although the state reduced the number of applications from 762 in
2018 to 625 in 2019, a substantial improvement, there are still too many applications. Most of these
applications have been in place for several years (average age 11.7 years old) and represent a major
drain on resources for support.

While there is a growing recognition of leveraging data with and across agencies, the siloed application
architecture and lack of standardization create challenges. This lack of integration is a substantial
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impediment that prevents agencies from seeing greater efficiency and from using more of our rich data
for analysis of trends and correlation of data across programs.

The agency-centric focus on technology has allowed for local control of IT and a close alighment
between agency business needs and IT priorities. However, this agency autonomy translates to the
limited sharing of technology solutions when a large overlap of business needs is evident. Additionally,
this agency-centric focus has resulted in an undervaluing of a citizen-centric view of “whole of person”
and “whole of business” needs.

Shared Services

Targeted investment in shared solutions has started to show benefits across the state, both in bringing
new capabilities online and in reducing the overall size of the technology portfolio. Developing shared
solutions that meet the needs of many different agencies will take time. Our strategy embraces
continued efficiency through shared solutions. It should be noted that the delivery of efficiencies
through this approach is painstaking slow as multi-agency agreements must be established and
continually monitored.

Workforce Transformation

The technology workforce in the state is primarily filled with strictly technical skills. Gaining value from
technology requires a broader skillset. Business process improvement, Data Analysis, Data Integration,
Enterprise Architecture skills all drive technology towards greater impact, yet are generally missing from
the State of Connecticut workforce and job classifications. Over forty-six percent of the IT workforce is
over the age of 55. This represents a critical risk for the state as talented professionals become more apt
to elect for retirement and take critical knowledge out with them. When you combine a lack of depth in
skills with a large-scale retirement potential, the risks to ongoing state technology operations are very
high.

FY 2022 Strategy

FY 2022 strategies continues to focus on the themes set out in 2021:

e |T Optimization to develop a new IT organization to better meet our current challenges
e Accelerating movement to Digital Government Services; and
e Reducing cyber-security risks across state government

GOAL 1 —IT Optimization

Leveraging technology requires careful planning and flexibility in a changing business environment,
especially with the breadth and variety of state government functions. Through this IT Optimization
effort, DAS - alongside OPM and all executive branch agencies — is working to completely rethink how
technology services are delivered in state government. Through this effort, the State will apply the full
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capabilities and scale of state government to improve employee engagement and alignment, increase
automation, apply skills flexibly across agencies, standardize software and support; plan holistically and
build the skills in our workforce that are currently in high demand. We will do this by creating a new
centralized IT shared services organization, Bureau of Information Technology Solutions or BITS, that:

e Is agreat place to work;
e Isthe agency IT provider of choice; and
e |sviewed as experts in the field.

While significant work is being done to establish BITS, formal transition under the new organization will
begin to happen in phases and will be completed by the start of FY 2022. The high level process of
Optimization will follow the below overlapping phases:

e Prepare the People and System
e Transfer Responsibilities
e Improve Operations and Outcomes

Prepare the People and System

Effective continuous communications, developing a shared understanding and buy-in across all
stakeholders, data collection and needs discovery, identifying challenges and establishing priorities have
been the focus in this phase.

A top-level organization structure and mapping of managers is complete. A completely transparent and
inclusive employee mapping exercise will mark the closure of this phase.

Establishing three key organization behaviors — Be One Team, Own The Outcome, Make It Better —is a
significant outcome in this phase. These are the ethos that will bind all stakeholders within and
interacting with BITS. Be One Team puts focus on watching each other’s back and ensuring inclusivity
and belonging. Own The Outcome is our commitment to customer centricity and ensuring outcomes.
Make It Better is the strive for continuous improvement, excellence, and innovation.

Transfer Responsibilities

Transfer of responsibilities will be ongoing through the end of this fiscal year. A great deal of emphasis is
on reinforcing the organization culture and adopting the key behaviors as employees on-board into BITS.
Ensuring a smooth on-boarding experience is paramount. Operationally launching governance,
managing risks, ensuring continuity are the key outcomes. From the agency perspective, sighing
Memorandum of Understanding or MOUs and identifying budgetary changes will be priority.

Improve Operations and Outcomes
This will be a phase that will be continuous in character. As BITS starts operating as one, Directors and the
various teams will look for opportunities to increase consistency and efficiency, focus on reuse, make
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things predictable but agile enough to manage changes confidently. A very broad and emerging outline of
priorities are mentioned here. Focus is to get the right process, tools and adoption velocity matching
State’s unique needs, maturity and constraints.

CUSTOMER RELATIONSHIPS
- Establish Customer Success Managers as trusted agency partners
- Holistic strategic planning and needs harmonization
- Bring industry best practices to the agencies
WORKFORCE DEVELOPMENT
- Leadership Development
- Creating a learning organization. State has recently adopted LinkedIn Learning. The goal is to get
to the right learning culture backed by commitments at all level
- Developing brand new capabilities and skills
- Make employees feel a sense of belonging within BITS
- Celebrate wins together
OPERATIONS
- Operational Dashboards for service levels and KPls
- Integrated Service Desk with automation. Pilot is on with few agencies using Jira SM
- Holistic Application Monitoring, Infrastructure Monitoring and Incident Response
- Capacity Management for people and infrastructure
- Granular show-backs\chargebacks capturing true cost-of-ownership
CHANGE MANAGEMENT
- Project Portfolio Management and Prioritization Process
- Project Lifecycle Management with visibility / traceability from strategic goals to maintenance
hand over
- Unified process to manage accurate Application Portfolio, Application Architecture and
Infrastructure Inventory relationships across landing zones
- Infrastructure Automation
- Easy access to Enterprise Reference Architecture and Reusable Assets

Cybersecurity is covered as part of Goal 3 below.

GOAL 2 — Accelerate Digital Government Services

Delivering services and outcomes through a greater number of channels while staying true to
accessibility needs continues to be of highest priority. The FY21 biennial budget outlined a new direction
for the state. There is a significant investment of $60+ Million committed for expanding on the gains of
FY22 in this area.

The guiding principles for the Digital Government initiatives continue to be:

e Listen to the end user
o Hide the “seams” between government agency services from user interactions
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e Implement enterprise technology that makes services accessible to many users
e Move quickly to start with enterprise solutions while capturing immediate value

In FY21, the State delivered many capabilities impacting business and citizen services. State developed
new capabilities in identity management, API let integration, cloud computing and agile development
processes. We also strongly believe the IT Optimization initiative comes at the right time as it is
completely aligned and a necessary pre-condition to accelerate, scale and sustain the digital efforts.
State IT teams continues to work with agency business partners to develop digital government priorities
aligned to agency missions — many of which are mentioned in this document under the respective
agency plans. At an enterprise level, key focus area includes:

e  MyCT platform to provide agency agnostic personalized service dashboard to State constituents

e Orchestrate content across agencies based on end user intent and service categories so that
service recommendations become more targeted, personalized and comprehensive

e Expand the usage of chatbot including live agents and provide seamless omnichannel experience

e Rapid forms digitization platform to quickly help agencies digitize paper forms

e Few agencies started adopting Robotics Process Automation or RPA. We will continue to look for
growing RPA adoption.

e Enterprise standard for document management and payment processing. We have significant
variations across agencies. Connecticut CREATES report captures the opportunities in these areas.

e Identity correlation across systems, ldentity verification and fraud prevention

GOAL 3 —Improve Cybersecurity Statewide

State cybersecurity mission is to build a best-in class cybersecurity program and a resilient

technology infrastructure that supports digital government and the constituents of Connecticut. The
Lamont administration, taking note of the emerging threat landscape as online adoption of services
grows post COVID-19, announced a $11 Million investment for enhanced cybersecurity efforts. It is
worthwhile to again highlight how the three strategic goals mentioned here are each complimenting the
other. As State CIO Mark Raymond puts it “Trust and security are at the heart of the relationship
between businesses, residents, and their digital government. We are delivering on Governor Lamont’s
vision of an all-digital government by raising our skills and deploying technology in ways that build
confidence of the people we serve.” State CISO, Jeff Brown stresses how bringing our statewide
information technology team together through the IT Optimization efforts into one, collaborative
organization will help us identify and deter cybersecurity incidents faster, bring everyone onto
streamlined platforms, and ultimately protect more private information.

Current Status
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Basic security infrastructure is in place (firewalls, AV, etc.). Threat Intelligence is a notable bright spot,
but we need to keep it as actionable as possible. No security governance framework is established.
Security efforts remain mostly reactive.

Objectives

1. Increase Visibility — Centralize agency security resources and budget. Gain holistic and real-time view
of risk. Get the right funding, tools and people in place

2. Build a Foundation - Foundational elements of the cybersecurity program are not in place. Policies
and standards are insufficient. Key risks like third party security have not been addressed. Prioritize
and plan for spending the upcoming budget. Adopt a risk-based approach to identify and focus on key
cybersecurity program elements.

3. Future Proof - Address long-term security risks proactively, build a sustainable program and achieve
best-in class status. Develop capabilities in DevSecOps practices. ldentify and budget for security
needs. Obtain sustainable ongoing program funding. Ensure proper resourcing and training of all
security resources and basic awareness training for all State employees.

Statutory Basis

Connecticut General Statutes (CGS § 4d-7, as amended by P.A. 14-202) instructs the Commissioner of
the Department of Administrative Services to develop, maintain and publish annually an “Information
and Telecommunications Systems Strategic Plan.” The Commissioner of the Department of
Administrative Services has delegated this responsibility to the State’s Chief Information Officer (CIO).

The goal of this strategic plan is to articulate the activities and resources needed by the State to provide,
maintain or enhance:

e Alevel of voice and data communications service among all State agencies that will ensure the
effective and efficient completion of their respective functions;

e All necessary telecommunication services between State agencies and the public;

e Inthe event of an emergency, immediate voice and data communications and critical
application recovery capabilities which are necessary to support State agency functions; and

e [The] necessary access to higher technology for State agencies.

Moreover, the statute requires that the strategic plan include:

e Guidelines and standards for the architecture for information and telecommunication systems
that support State agencies;

e Plans for a cost-effective State-wide telecommunication network to support State agencies;

e Identification of annual expenditures and major capital commitments for information and
telecommunication systems;

e I|dentification of all State agency technology projects;
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e Adescription of the efforts of executive branch State agencies to use e-government solutions to
deliver State services and conduct State programs, including the feedback of agencies’ clients
and agencies’ plans to address those concerns using online solutions if feasible; and

e Potential opportunities for increasing the efficiency or reducing the costs of the State’s
information and telecommunications systems.

Effective July 1, 2011, statutory language (CGS § 4d-8a) transferred the responsibility for information
and telecommunications systems policymaking from the CIO to the Secretary of the Office of Policy and
Management (OPM). New language was also added (CGS § 4d-7(a)) that directs the strategic plan be
developed “in accordance with the policies established by the Office of Policy and Management.”

Accordingly, this strategic plan was developed using input from the Office of Policy and Management.

Standards and Guidelines
Information Technology Standards and Guidelines can be located in the following locations. (Note that
some of these locations reference links that are only accessible from within the State network.)

Information Technology Procedures — Available on Intranet

Technology Services (DAS/BEST) - http://portal.ct.gov/DAS/Services/For-Agencies-andMunicipalities/IT-
Services

Technology Policies (OPM) - http://www.ct.gov/opm/cwp/view.asp?a=3006&0q=383274
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STATE AGENCY TECHNOLOGY REPORTS

Agricultural Experiment Station
Mission

The mission of The Connecticut Agricultural Experiment Station is to develop, advance, and disseminate
scientific knowledge, improve agricultural productivity and environmental quality, protect plants, and
enhance human health and well-being through research for the benefit of Connecticut residents and the
nation. Seeking solutions across a variety of disciplines for the benefit of urban, suburban, and rural
communities, Station scientists remain committed to "Putting Science to Work for Society", a motto as
relevant today as it was at our founding in 1875.

Technology Strategy

e Update desktop computers on a 5-year replacement plan.

e Keep software programs current including antivirus software.

e Keep hardware up-to-date and running.

e Keep backup software and hardware operational and current.

e The agency recognizes the Software Management Policy that describes the use and disposal of
software assets found at http://www.osc.ct.gov/manuals/software/contents.htm.

Technology Achievements

e  We provided Wi-Fi for our Valley Laboratory at our Windsor location.

o We have replaced desktop and laptop units as necessary. Currently, our equipment is up-to-date
and running properly, including switches, servers, and back-up drives. We have been updating
and keeping up to date on our Bee keeper, Nursery, and Nursery Dealers registration process
online.

Digital Government
List of Online Services Available:

e Bee keeper registrations online for our constituents and real-time updates to the database for
our inspectors.

e Complete Nursery and Nursery dealer registrations for our constituents and real-time updates
to the database for our inspectors.

e Soil testing screen fillable forms and then mail.

e Insect and Plant Disease screen fillable forms and then mail.

e Tick Testing screen fillable forms and then mail
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List of Online Services Requested by Constituents:

None currently

List of Online Services Planned to be made available:

None currently

Planned Applications

Keeping all CAES computers operating systems up to date. Currently running Windows 10
Enterprise.
Keeping all CAES computers up to date using Office 365 and MS Teams.
We need off-site backup and would like to house our virtual servers at the Groton Data Center
OR use SharePoint/One Drive for backup and usage at all locations.
Our agency is in the planning stages to send our data to the Groton Data Center and be backed
up to Springfield MA or SharePoint/OneDrive to be advised by DAS/BEST.
Would like to have all our locations connect to these virtual servers, therefore no longer having
a need for physical servers and provide a backup service for all staff members.

o New Haven

o Hamden

o Windsor

o Griswold
Would eventually like to have all staff able to always access files in any location in real time for
back up purposes and file retrieval—this will be accomplished once we are routing our data to
the Groton Data Center OR SharePoint/OneDrive.
CAES would like to join the EXEC domain through DAS/BEST. If DAS/BEST finds this is advisable
for CAES.
Keep up to date with VOIP with the DAS/BEST Enterprise system installed at our New Haven,
Windsor, and Lockwood Farm (only at the farm managers office) facilities.
Would like to have VOIP phones installed at the Insectary at Lockwood Farm in Hamden (conduit
needs to be run from the Farm Managers office to the insectary. The current conduit has a
broken connection and unable to complete the connection). The Farm Managers office is a ADSL
line with a State of CT router and the insectary is currently on a Frontier DSL line. Would like to
have them all on the ADSL line with the State of CT router.
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e Would like to have VOIP phone and LAN connections installed at Farm Managers Office at Valley
Laboratory in Windsor the Insectary at Lockwood Farm in Hamden (conduit needs to be run
from the Main Laboratory to the Farm Managers office)

e Would like to connect our Griswold Research Center in Griswold to the VOIP phone system from
DAS/BEST enterprise system (They are on a DSL Line).

FY 2021 Technology Budget

Outline a plan for technology spend from all sources:

Hardware

Software

Services (consulting)
Subscriptions
Telecom and Data

$40,000.00
$5,000.00
$5,000.00
$2,500.00
$40,000.00

FY 2021 Technology Major Expenditures

List all planned agency technology expenditures in excess of $100K:

e NONE currently scheduled
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Board of Pardons and Paroles
Mission

BOPP IT continuously strives to digitalize, and update hardware and software infrastructure based on
current and future agency needs.

Technology Strategy

e Our technology strategy is based on digitalizing business processes to automate workflows and
further system integrations with DAS and other state agencies using CISS platform and cloud
computing.

e The agency recognizes the Software Management Policy that describes the use and disposal of
software assets found at http://www.osc.ct.gov/manuals/software/contents.htm

Technology Achievements

e Up to date we had implemented new network router and switches to improve network
reliability and speed.

e Introduced digitalized event scheduling process using state calendar platform linked to our
BOPP website

e Replaced and integrated the new website with ct.gov standard using HTTPS security

e Implemented digitalized ePardons Database and Web application/Portal with collaboration with
JT, DAS and CISS as future pardon system replacing paper applications

e Implemented VolP Avaya phone system replacing analog phone system allowing for cutting cost
and providing more security.

e Purchased new agency storage servers with backups that will be used in the Y drive and
exchange account migration to DAS.

e Windows 10 update

e New video teleconferencing and live streaming equipment

o Office wide wireless network with tablets

Digital Government
List of Online Services Available:

e ePardons for public use

List of Online Services Requested by Constituents:

e ECM Document Management System
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List of Online Services Planned to be made available:

e eParole based on future circumstances
e New storage management system

Planned Applications

e Y:drive — Physical storage migration

FY 2022 Technology Budget

e Hardware: Laptops, desktops, tablets-TBD $20,000

e Software: Adobe Pro license $1,500

e Subscriptions: Office365 $1,000

e Telecom and Data $2,000

e ePardon Maintenance $50,000

e ECM Document Maintenance $7,500

e Y drive migration $40,000

e Total expected FY2020: $122,000

FY 2022 Technology Major Expenditures
List all planned agency technology expenditures in excess of $100K:

e None

FY 2022 Structural and Process Changes

e IT contractor to help with coverage, projects
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Connecticut Department of Agriculture
Mission

The mission of the Department of Agriculture is to foster a healthy economic, environmental and social
climate for agriculture by developing, promoting and regulating agricultural businesses; protecting
agricultural and aquacultural resources; enforcing laws pertaining to public health, animal health and
animal care; and promoting an understanding among the state’s citizens of the diversity of Connecticut’s
agriculture, its cultural heritage, and its contribution to the state’s economy.

Technology Strategy

DoAg continues to pursue technology upgrades and installations which will assist our employees and
customers in their day-to-day operations. Technology will improve our operations, capture more data,
and is more user friendly for our customers and employees on the backend. DoAg will rely on the
Department of Administrative Service and Bureau of Enterprise System and Technologies to assist with
providing the best technology services and training our agency can invest in.

For FY 2022, DoAg will be working to accomplish its goal of establishing all licensing and inspection to be
managed online. We will also be investing and implementing our mobile inspections technologies which
will allow inspectors to do inspection reports in the field. These services through Mi-Corp will enable our
agents to capture more useful data in real time, which will help us better serve our customers.

DoAg recognizes the Software Management Policy that describes the use and disposal of software
assets found at http://www.osc.ct.gov/manuals/software/contents.htm.

Technology Achievements

In FY 2020, DoAg moved most of its licensing applications and transactions to being fully completed
online, creating a simpler process for our customers to apply for new, or renew, licenses, and to pay
online.

Digital Government
List of Online Services Available:

e Licenses and Renewals for Agriculture, Aquaculture and Domestic Animal Service Licenses
(eLicense)

o DoAg Adjudications Search (Site Core)

e Grants Application Submissions (Slalom/Salesforce)

e Mobile Inspections Application (Mi-Corp)
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e CT Grown Store (Site Core)
List of Online Services Requested by Constituents:

e More online licensing services
e Agricultural data (e.g. crop production)

List of Online Services Planned to be made available:

e Animal Population Control Program Voucher Applications (Salesforce)
e Mobile Inspection Capabilities in Other Units within the Agency

Planned Applications

The Mi-Corp mobile inspection application integrated with elLicense will allow us to have true mobile
inspections capabilities. It is not dependent on having an internet and VPN connection to elicense when
not in the office. The Mi-Corp product can operate without an active internet connection and sync to
the system when internet is available.

All regulatory services within both Bureau of Regulatory Services and Bureau of Aquaculture will benefit
from use of this system. Our goal is to have all inspections conducted electronically (aquaculture, dairy,
animal control, agricultural commodities, produce safety etc.)

Phase 1:

Task: To create the initial and renewal eLicense application process for all credentials in the following
boards. Also allows the applicant to make payments online and to receive their certificates automatically
through email.

Status:

Completed in 2019-2020 AGRICULTURAL COMMODITIES AGRICULTURAL COMMODITIES (AFRPIS)
Completed in 2020 IAGRICULTURAL DEVELOPMENT (General Fund)

Completed in 2021 ANIMAL CONTROL (General Fund & APCP)

Completed in 2020-2021  ANIMAL HEALTH (General Fund)
Started/Planned for 2021-

2022 IAQUACULTURE (Shellfish Management Fund)
Completed in 2021 FOOD SAFETY (Produce Safety)
Phase 2:
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Task: To setup the new Mi-Corp inspection process for all credentials. An interface has been developed
to share data between eLicense and Mi-Corp. This phase allows AMIRs and ACOs to log in to elLicense to
upload/write inspection reports and/or violations in eLicense.

Status:

Planned for 2021-2022

AGRICULTURAL COMMODITIES

Planned for 2021-2022

AGRICULTURAL DEVELOPMENT

Completed

ANIMAL CONTROL

Planned for 2021-2022

ANIMAL HEALTH

Planned for 2021-2022

AQUACULTURE

Completed

FOOD SAFETY

Phase 3:

Task: Create reporting dash boards for credentials using MiCorp Analytics. MiCorp Analytics is
contracted through DAS. This function would all leadership to run all sorts of inspection reports and
information for each board.

Status:

Planned for 2021-2022

AGRICULTURAL COMMODITIES

Planned for 2021-2022

AGRICULTURAL DEVELOPMENT

Planned for 2021-2022

ANIMAL CONTROL

Planned for 2021-2022

ANIMAL HEALTH

Planned for 2021-2022

AQUACULTURE

Planned for 2021-2022

FOOD SAFETY

FY 2022 Technology Budget

Hardware

Software

Services (consulting)
Subscriptions:
Telecom and Data

$10,000.00
$12,000.00
$151,000.00
$1,000.00
S0

FY 2022 Technology Major Expenditures

List all planned agency technology expenditures in excess of $100K:

e $151,000 for hiring a Business Analyst to build and manage all Mi-Corp applications and
elicense integration.
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Connecticut Military Department
Mission

The Connecticut Military Department is a unique dual-status agency, having both federal and state
missions. The federal mission is to maintain properly trained and equipped National Guard units for
prompt federalization in the event of war, domestic emergencies or other emergencies. The state
mission is to coordinate, support and augment federal, state and local authorities in emergency
response, to provide emergency response planning and to conduct community service programs.

Technology Strategy

The agency continues to see adaptive measures, utilizing technology to streamline and simplify
processes that reduce costs and improve proficiency. At the core of the agency’s strategy is the
necessity to connect all of the agency’s locations to the Nutmeg Network in order to improve security,
provide faster access and a more reliable connectivity. The agency continues to improve its online
presence in order to provide faster and effective services to the public. The agency recognizes the
Software Management Policy that describes the use and disposal of software assets found at
http://www.osc.ct.gov/manuals/software/contents.htm.

Technology Achievements

e The agency was fully prepared to transition to a telework environment due to the COVID-19
pandemic while fully supporting the Connecticut National Guard’s support to the state’s
operational response efforts. The agency remained 100% functional and experienced no
degradation of services.

e The Military Department concluded an IT equipment refresh in which all staff have the
necessary equipment that will further enhance their ability to operate remotely without any loss
of capability or capacity.

e Maximizing the capabilities of Office365, the agency continues to improve upon converting from
manual to automated processes for routine business in purchasing, accounts receivable,
accounts payable, and state military operations

e Through the CTMD’s state active duty program, the CTNG assisted in the restoration of IT
services after the City of Hartford was the victim of ransomware attacks.

e Implemented secure wireless in the command suite of the CTNG at the Hartford Armory. This
improved CTNG leadership’s ability to perform command and control functions during the
COVID-19 pandemic and improved collaboration capabilities with other federal, state and local
partners.

Digital Government
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List of Online Services Available:

Access to National Guard recruiters

Ability to request National Guard units for community outreach —to include C130 flyovers
Service Member and Family Support Center resources

Access to the Connecticut Guardian

Military Relief Fund

Request military records

Request use of training sites, such as the NEDTC

Wartime Service Bonus

Recruitment and information of the Governor’s Foot & Horse Guard

List of Online Services Requested by Constituents:

The agency has no requests from constituents at this time to increase online services.

FY 2022 Technology Budget

Hardware - $15,000.00
Software - $12,000.00

Services (consulting) - $2,000.00
Subscriptions - $7,000.00
Telecom and Data - $20,000.00

FY 2022 Technology Major Expenditures

The agency seeks to apply for funding from the Information Technology Capital Investment Program in
partnership with federal funding to achieve the following:

Connect all state military facilities to the Nutmeg Network. The National Guard’s mission to
provide public safety during emergency operations requires us to ensure that all facilities have
reliable and affordable IT infrastructure in order to quickly disseminate and share vital
information. This requirement has become more evident in the agency’s support to the COVID-
19 Operational Response.

Secure wireless capabilities at key installations, Hartford Armory, Camp Niantic, Bradley Air
National Guard Base & Windsor Locks Readiness Center is being sought as a means to provide
personnel from multiple organizations to securely connect to their respective servers through
virtual personal network (VPN) technology.
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Connecticut State Colleges & Universities
Mission

The Connecticut State Colleges & Universities (CSCU) contribute to the creation of knowledge and the
economic growth of the state of Connecticut by providing affordable, innovative, and rigorous
programs. Our learning environments transform students and facilitate an ever-increasing number of
individuals to achieve their personal and career goals.

Technology Strategy

Due to the succession of CSCU’s Chief Information Officer, the current 2020 technology plan is under
review for the required revisions. However, the tenets of the 2020 technology plan remain in place, as
well as the continued standardization of the technology infrastructure, applications, data sets, and
workflows, along with the elimination of customizations to streamline operations and reduce operating
cost structures.

The primary areas of focus of the new plan will be cyber security, information technology alignment
with business process management, ITSM improvements, project management improvements, and
systems and software normalization across all eighteen (18) CSCU institutions.

Technology Achievements

e Server/Storage Infrastructure Updates

e Network & Voice Updates/Enhancements

e Firewall Updates

o Wireless Infrastructure Upgrades

o New IT Service Management System

e Pivot to Remote Learning/Working in Response to COVID
e One College Banner

Digital Government
List of Online Services Available:

e Online registration

e Online admissions

e Online financial aid processing through a secure digital portal
e Online educational courses through Blackboard

e  Online bill payment through TouchNet
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e Office 365 Productivity and Communications
e Video Conferencing for Students in Microsoft Teams, WebEx, and Collaborate
e Online Advising and Telemedicine

List of Online Services Requested by Constituents:

e Online texting of students

List of Online Services Planned to be made available:

e (Centralized online purchasing for CSCU staff.
Planned Applications

A new 5-year strategic IT plan is under development based on the new CSCU CIO’s vision for the future
for all CSCU institutions. The initiative to consolidate the 12 community colleges into a single institution
will require a 5-year strategic IT plan subsection to achieve the desired operational results.
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Hardware

Backup Infrastructure
Server Upgrades
Storage Expansion
Voice Servers
Wireless Upgrade

Software

BanmerCloudSaas
BannerCloudSoftwareMntnc
BannerCloudHosting

Bbally

Bb Learning Core Saas

EMS Campus Agreement
Kaltura

Oracle Weblogic Suite
Symplicity Licensing

Services

Blackboard Help Desk Support
Ellucian Consalidation

Everbridge Emergency Notification
Security Managed Services
Voice/E911 Services

Subscriptions

Educause

Gartner

Mercomp

On Demand Training - Eluclan

Telecom/Data
Cisco ELA
Network/Voice Managed Services

LR SR U S T LR SR S T T R U T L el SR SRR T T

Ll Sl SRR T

LR U
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48,000.00
134,000.00
261,000.00
110,700.00

2,668 000.00
3,221,700.00

570,100.00
1,293,148.00
3,770,338.00
20,000.00
885,914.00
124,000,040
221,996.00
6&0,000.00
422,700.00
B,038,196.0:0

360,000.00
2,573 871.00
113,000.00
999 999,00
254,000.00
4,299,870.00

29,300.00
225,000.00
3,096.00
73,000.00
330,396.00

B8 962.00
474,300.00
1,173,262.00
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FY 2022 Technology Major Expenditures

List all planned agency technology expenditures in excess of $100K:

BeyondTrust Privileged Access Management system for the Community Colleges
Upgrade Network Infrastructure devices

Service Now (ITSM) Expansion

New Authentication/Account Provisioning system

Wireless Expansion

CRM Advise Deployment

CRM Recruit Deployment — One College

Continued implementation of the One College Banner platform

Ellucian Experience Implementation — One College

Cloud deployment of EMS — Event Management System - One College
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Connecticut State Library
Mission

The mission of the Connecticut State Library is to preserve and make accessible Connecticut's history
and heritage and to advance the development of library services statewide.

Technology Strategy

This fiscal year, the State Library will continue to take steps to ensure a stable IT infrastructure and a
secure environment to support the work of staff; patron access to a wide range of online resources; and
digitization of the State Library’s collection. Plans include a website refresh; replacement of aging
software and hardware in the Preservation, Museum, and Access Services units; adoption of LEAN
strategies when possible; and continued efforts to create a secured digital preservation repository
system for state data. The Division of Library Development will continue its partnership with the
Connecticut Education Network in administering the Fiber to the Libraries grant program and the
Connecticut Libraries Fiber Consortium.

The agency recognizes the Software Management Policy that describes the use and disposal of software
assets found at http://www.osc.ct.gov/manuals/software/contents.htm.

Technology Achievements

The State Library continues to preserve our digital assets in the Connecticut Digital Archive (CTDA),
which is located at and managed by the University of Connecticut (UCONN). Completion of the
CoreTrustSeal certification (https://www.corestrustseal.org) process is expected to be completed
next year. The Office of Public Records and State Archives continue implementation of the IBM
Enterprise Records (IER) module to allow agencies to automate the review and disposition of records
stored within the FileNet Repository. Development is ongoing, with one state agency in production and
a second in final testing. The IER process includes workflows for destruction of records and for the
transfer of archival records to the Connecticut Digital Archive (CTDA). In the past year, former Lt.
Governor Wyman'’s Press Office files have been preserved in CTDA. Photographs from the Colt Collection
and several thousand aerial photos have been migrated from ContentDM. The Connecticut Bills & Acts
Index has been posted on our website and includes historical legislation searchable by bill number, act
number, year, title keyword, and committee. The grant funded Newspapers of Connecticut project and
the Connecticut Digital Newspaper Project continued to upload content into CTDA, preserving historical
content from across the state.

Digital Government

List of Online Services Available:
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The State Library uses a variety of social media platforms to serve other agencies and the public.
These include: Constant Contact, Twitter, Facebook, and HistoryPin. The Agency uses LibGuides
to present research guides to the public and uses ArchivesSpace to present Encoded Archival
Description (EAD) finding aids for the State Archives’ collection, giving patrons timely access to
newly-acquired records and enhanced reference service through ArchivesSpace’s archival
collection management and finding aid system. Reference services for public and state
employees is through our website via email and chat. The Agency uses Teams to deliver high
resolution scans and copies of materials to patrons. Unique Connecticut records and documents
are made accessible through our catalog and in-house indices.

The Office of Public Records manages the Atlas Retention Policy Platform, a database of state
agency records retention policies.

The Agency shares an integrated library system (ILS) with the Connecticut State College and
University (CSCU) libraries to provide online access to its catalog of holdings. ArchivelT, a web
archiving system, enables the Library to harvest, build, and preserve collections of digital
content throughout State agencies. The Agency also provides onsite access to additional
databases that cannot be licensed for remote use. The Agency provides access to much of its
digital collection through CTDA and continues to transfer digital collections from ContentDM to
CTDA.

The Division of Library Development (DLD) administers the Connecticut Digital Library (CTDL)
which consists of: researchIT CT (formerly iCONN) a statewide suite of databases; findIT, the
statewide catalog; and reQuestIT, the statewide interlibrary loan service. DLD administrators a
statewide ebook platform in partnership with Lyrasis, which provides development and IT
support.

List of Online Services Requested by Constituents:

Public Records has updated records disposition forms (PDF) available on the State Library’s
website to allow paperless transactions for disposal requests, as requested by state agencies
and municipalities.

State Library cards can now be requested via an online form on our website.

List of Online Services Planned to be made available:

Continue to expand the in-house databases and indexes (available to the public on Agency
websites) of archival materials.
Work with FamilySearch.org to expand the accessibility of Connecticut State Library materials.
Expand in-house subscription databases/indexes to include more remotely accessible resources
for CT State Library borrowing cardholders.
Update the online forms available on State Library websites to become paperless transactions.
Public Records and State Archives to use digital signatures where appropriate.

Page 29 of 202


http://www.google.com/imgres?imgurl=https://upload.wikimedia.org/wikipedia/commons/9/96/Flag_of_Connecticut.svg&imgrefurl=https://en.wikipedia.org/wiki/Connecticut&h=459&w=594&tbnid=xykjy4HfmvL-zM:&tbnh=116&tbnw=151&docid=2LY4wD0O8L4sxM&itg=1&usg=__hz6KIQ3oJriP8Hib5qYeEha0WhM=

State of Connecticut
IT Strategic Plan for Fiscal Year 2022

Planned Applications

The State Library will continue the Microsoft 365 upgrade (including expanded training and use of
Sharepoint and Teams); continue to digitally archive state government websites using Archive IT; and
Public Records and Archives will add additional document types to the CSL FileNet repository and
implement the IER process where appropriate. Continued used of ArchivesSpace; Adobe; ContentDM.

FY 2022 Technology Budget

Hardware: $100,000 (PC refresh; hardware replacement projects)
Software: $12,000 (Library applications, Microsoft licensing)

Services (consulting): $50,000 (consultant for six months to assist Archives staff with drafting an RFP for
secured digital preservation repository system. Request being prepared for IT Capital Investment
Committee)

Subscriptions: $2.5 Million (eBooks, library databases, ContentDM, ArchivelT, ArchivesSpace)

CTDL: $249,593 (Bibliomation: system infrastructure, FindIT database maintenance, software
development, and continuation of building out connectors)

Telecom and Data: $7,500 (Extreme); $1,560 (CEN - $15,600 — 90% e-rate)

FY 2022 Technology Major Expenditures

Statewide Union Catalog and Interlibrary Loan System hardware, software, and service: $232,561
Subscriptions to online databases and library materials: $2,500,000

Statewide eBook platform and content: $500,000

Fiber Grant project in partnership with CT Education Network (CEN) to build out fiber connections to
public libraries: $1,800,000

Connecticut Digital Newspaper project: $428,000 (funded by a NEH grant)
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Department of Administrative Services

Mission

The mission of the Department of Administrative Services is to provide administrative services to other
state agencies. DAS’s services enable the state to save money by taking advantage of economies of scale
and streamlining services and processes. DAS has statutory authority in the areas of personnel
recruitment, workforce planning; fleet operations; state workers’ compensation administration;
procurement of goods and services; collection of monies due the state; surplus property distribution;
contractor prequalification and supplier diversity; federal food distribution; consolidated human
resources, payroll, fiscal and equal employment opportunity services for several smaller state agencies;
printing, mail and courier services for state government; information technology services; the state
building and fire codes; school construction financing; design and construction of state facilities; and
state facilities leasing and management.

Technology Strategy

The Bureau of Enterprise System and Technology provides quality information technology (IT) services
and solutions to state agency customers, effectively aligning business and technology objectives through
collaboration, in order to provide the most cost-effective solutions that facilitate and improve the
conduct of business for our state residents, businesses, visitors and government entities. The multiple
lines of business work alongside DAS/BEST to utilize enterprise systems where appropriate. The agency
recognizes the Software Management Policy that describes the use and disposal of software assets
found at http://www.osc.ct.gov/manuals/PropertyCntl/chapter07.htm

As part of the optimization effort, DAS/BEST (and all Executive branch agency IT teams) will transition
into the new IT Organization — Bureau of Information Technology Services or BITS. The technology
strategy of DAS/BEST will align with the emerging technology strategy for BITS with focus on Digital
Government and Cyber Security. Those strategic imperatives are discussed in IT Optimization section of
this document. In the interim DAS/BEST will continue to facilitate the mission for the DAS functional
units — Statewide Human Resources, Procurement Services, Business Office, Collection Services, Bureau
of Facilities Management. DAS/BEST will also continue to make improvements to the statewide
platforms and services that it currently supports.

Technology Achievements

BEST — Application Services
e Digital Government initiatives (covered in detail under Digital Government) sections
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Kronos rollout — live pay cycles for all four agencies in scope

Expanded Enterprise Content Management Services — Datacap, IBM Enterprise Records
Continued expansion of the licensing and permitting platform to agencies including integration
with mobile inspection solution Mi-Apps

Application hosting for Digital Government initiatives across multiple agencies

Delivered over 50+ web content and website redesign projects on the Sitecore platform
Compute Division

Successful migration of the COMPASS application from DOT Azure tenant to the State of CT
Azure tenant with no impact on the agency

DPH pipeline stability in support of 4000% increase in throughput due to COVID19 test results
Connecticut Voter Registration System efficiently processed more than 700,000 new voter
registrations and more than 650,000 absentee ballots

CICS system configuration updated to provide robust support for the DMV Modernization
Installed new backend storage solution, including the successful migration of over 2000 virtual
servers with no impact to the agencies and services

Implemented two new Data Protection platforms and successfully migrated all data while
implementing new encryption and tiering options for future consumption and archive
functionality

Built out "Control Tower" in AWS offering foundation security, governance, and best practices
for future AWS cloud adoption

Enhanced our Azure services by introducing security, governance, and best practices for future
Azure cloud adoption

Implemented automation around our standard MS SQL builds

Completed an entire inventory of all SQL DBs and associated licensing with a roadmap for DB
centralization

Negotiated a four-year contract with IBM significantly reducing year over year spend
Upgraded SIEM to a new platform (Q-Radar)

Enterprise Architecture
Support Agency initiatives
Close collaboration with Connecticut Paid Leave to see through the successful Go-live

o Close collaboration with CT DMV for successful go-live of online services
o Close collaboration with CT DOL for Identity Proofing and Fraud Prevention
o Close Collaboration with SOTS for developing Business Registration System (CONCORD

Replacement)
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o Facilitating a joint governance model for a single HHS Salesforce org supporting OEC and
DSS

Collaboration with DPH to stand up COVID Vaccine Finder app in record time

UiPath Robotics Process Automation for CT Military Invoice processing

SSO solution for LinkedIn Learning

O O O O

15+ Solution and Architecture Reviews of various agency applications

New Enterprise capabilities for the State

ForgeRock for external identities fully stood up with 80K identities and growing
MuleSoft Integration Platform supporting 25+ APIs for 4 different agencies.
Einstein Chatbot enabled for business.ct.gov

Blackthorn and Auth.net payment solution

Azure Synapse enabled for DPH reporting pipeline.

Windows Virtual Desktop pilot

AWS as a cloud hosting option enabled for the state

OWN backup introduced for Salesforce back-up

Twilio enabled as SMS messaging platform

o O 0O O O O O O ©

BEST — Network Services

DVA Rocky Hill Campus’s Wi-Fi was upgraded and expanded for resident use.

Migration project of multi-factor authentication users from RSA SecurlD to Microsoft Azure
cloud.

Migration of Internet Domain Name System (DNS) to the CEN InfoBlox accomplishing enhanced
Cybersecurity, automation, redundancy and disaster recovery all while reducing operating cost.
Deployed Akamai DNS security to reduce Distributed Denial of Service (DDoS) to all executive
state government web sites.

Established secure and private connectivity with two leading Cloud Service Providers; AWS
Cloud Direct Connect and Azure Cloud Express Route. Permitting the State of Connecticut to
have an avenue for reducing Network costs, lowering latency, and increasing bandwidth
throughput for specialized workloads.

Reporting for the Web filtering platform moved from on premises to a Cloud service. Expanding
on reporting features, reducing cost and simplifying deployment.

Migrated 5 of 14 DEEP legacy network circuits from the 79 Elm Street Data Center to the Groton
Data Center Enterprise solution (all 14 sites will be migrated to GDC from DEEP Data Center by
end of year).

Provisioned approximately 50 additional circuits over the Public Safety Digital Network (PSDN)
to a wide range of state, municipal and non-profit public safety entities to transport critical
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public safety communications data. This facilitated increased resiliency and regionalization of
emergency services and allowed the cancellation of numerous costly wireline and broadband
services.

Completed the installation of the consolidated CJIS/COLLECT network infrastructure routers
across 107 public safety locations

Increased capacity for the Enterprise Data Center interconnect between the Groton and
Springfield datacenters. A new 100G protected WDM light wave service was provisioned on the
data center optical ring.

Increased the security profile of critical public safety infrastructure, including e911 devices.
Implemented Net Box application in order to consolidate multiple legacy databases. This will be
foundational for future automation and optimization initiatives for the Network environment.
Migrated, repurposed and decommissioned the Wide Area Network along with the associated
data circuits for the State Department of Education and Department of Energy and
Environmental Protection.

Migrated key, larger-scale agency Disaster Recovery and Business Continuity environments into
the state’s Groton and Springfield Data Centers for the State Department of Education and
Department of Energy and Environmental Protection.

Enhanced the bandwidth capacity and resiliency of the new Enterprise Backup and Recovery
appliance supported by the Compute Division by redesigning 10G to 80G port channel cloud
peering configurations resulting in standing up an Active-Active load balancing environment.

BEST - Security Systems and Operations

Implemented a 24/7 Security Operations center providing continuous network and security
monitoring to safeguard data and meet Federal Regulatory compliance regulations.

Executed multiple Statewide phishing campaigns to aid in building a strong security culture.
Deployed an Enterprise-wide vulnerability scanning tool which identifies vulnerabilities before
threats can take advantage of them. Expansion to customer agencies in the next fiscal year.
Planned effort for a security optimization assessment in Q1 of the next fiscal year.
Implemented Malicious Domain Blocking and Reporting (MDBR) tool to prevent systems from
connecting to harmful domains and help prevent ransomware attacks.

Began planning and implementation of an upgraded security monitoring system which provides
visibility into our Enterprise network. Work is scheduled for completion in Q1 of the next fiscal
year.

Provided facilitation of audits for State agencies that are required to follow Federal Regulatory
Compliance standards which include but is not limited to FTI, CMS, SSA, HIPAA, and

PCl. Coordinated mitigation efforts within the Enterprise network to ensure compliance and
continued exchange of data with Federal partners.
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e Partnered with Federal Agencies to share and disseminate critical and informational cyber
security alerts to our State agencies.

e Established a Deputy CISO position for DAS/BEST and the State of Connecticut (actively
recruiting).

e Development of an 11-million-dollar cyber security budget to be approved in Q1 of the next
fiscal year.

BEST — Unified Communications
e Continue Agency facility migration to the Enterprise Voice network.
e Migration Projects completed included the Governor’s office and the Department of Housing.
Projects currently underway encompass several DMHAS facilities including CVH Middletown,
several DDS facilities and five DESPP Troop barracks.

All Enterprise facilities now in compliance with Kari’s Law, a 911 related law concerning access
to emergency services.

The State Police Headquarters on Country Club Lane in Middletown was migrated to the
Enterprise Voice system.

AT&T voice-over IP phone line upgraded to a maximum 1195 concurrent call capacity.

The Judicial Office in Rockville was migrated to the Avaya Enterprise voice system to support
Contact Center agents working from home.

Assisted State employees where needed in installation and setup of software based voice-over-
IP phones to assist them with working from home during the Covid-19 Pandemic.

People Services

A new shared services technology organization requires an aligned leadership team, a motivated and
engaged workforce and a set of processes to support continual growth of our most precious asset: our
people. Our people team, rebranded as Workforce Development, is responsible for the employee
alignment and development for the critical Optimization work.

e Facilitated the naming of the new IT organization as BITS through a statewide participatory
process

e Identified the Organization Behaviors crucial for aligning the workforce for the new IT
Organization through interviews, surveys and leadership workshops.

e A management development program with three batches graduating already,

e Facilitated the design of a Training and Development program including roll out of LinkedIn
Learning for all IT employees across the State

e Instituted strong communication programs and volunteer group to listen and effect organization
change
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Agency Engagement Services

A new shared services technology organization also requires a more structured agency engagement
model to ensure the unique needs of each agency are being met. The Agency Engagement Services
team, rebranded as Customer Success, has interviewed several other states for best practices in
customer relationship management and satisfaction.

e Started working with Agency leadership, Labor Relations, Vendors and other stakeholders to
discover needs and drive alighnment
e  Establish regular communication channels with the key stakeholders

Digital Government

One Stop Program, Enterprise Support
e One minimum viable product (MVP) and six iterations of Business.CT.gov service category
® Robin, a self-serve Al chatbot on Business.CT.gov

e One additional iteration of Robin
e An extensible design system, content standards, form digitization process

One Stop Program, Agency Business and Technical Support
e Secretary of State (Business Registry Service)

e Department of Motor Vehicles (digital services implementation)
e (T Paid Leave (digital services implementation)
e Department of Economic and Community Development (digital services implementation)

One Stop Program, Agency Strategic Guidance
e Secretary of State (digital services implementation)

e Office of Policy & Management (data, municipal services)

e (T Governor’s Workforce Council (digital services implementation)

e Department of Social Services (Salesforce service model)

e Department of Energy and Environmental Protection (Salesforce service model)
e Department of Agriculture (grants portal)

e Department of Housing (Salesforce service model)

e Department of Veterans Affairs (Salesforce service model)

e Office of Early Childhood (digital services implementation)

COVID-19 Related Assistance
e DECD small business loan application

e DECD small business certification and complaints intake form
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e DOL Ul assistance webpage redesign

e Support of ReOpenCT

e A centralized COVID-19 webpage, with continual updates tied to analytics
o  Webpage supporting the Governor’s 180 Skills employment initiative

e Support of the CT Alerts program

e DPH travel restriction form and related website communication

e  Assistance improving COVID-19 vaccine deployment system

e Support of rapid mass notifications to COVID-impacted businesses

List of Online Services Available:

e Business.ct.gov

e Service.ct.gov

e State Phone Directory

e Online State Surplus Auctions

e Online training for State Employment Process

e Online Contracting Portal to register businesses and respond to bids and RFPs

e Report a technology outage

e Apply for access to the Nutmeg Network

e Apply online for certification as a Small or Minority Business Enterprise

e Apply online for prequalification to bid on state funded construction contracts

e Report or comment online about State Fleet vehicles

e Show personalized status on CT State Exam Lists

e Apply online for CT Bar Exam

e Review Open Data Portal

e Provide feedback regarding new state portal

e Apply online for a uniform license for community-based entities

e Apply online for a new license, permit or certification

e Sign up for e-alerts for new notices for jobs, examinations, bids/RFPs

e Register online to become a public surplus buyer

e State public meeting calendar

e Donation payment processing for the Department of Veteran’s Affairs and the CT

e State Library Heritage Foundation

e Vehicle Lien Status inquiry service

e Mobile applications for the Department of Motor Vehicle online services and CT Emergency
Preparedness
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e Online Customer Assistance requests for the Department of Banking

e  Online Customer Complaint filing for the Office of the Victim Advocate
e Online filing for Encroachment Permits

e Online Crane and Demolition Licensing

e Online Job Search and Recruitment

List of Online Services Requested by Constituents:
e Content to be available in non-English languages

List of Online Services Planned to be made available:
e Enterprise Chatbot

e Live Agents through Chat channel
e Multi-lingual content

Planned Applications / Future Initiatives

e One Stop Roadmap
o Robin Enterprise Chatbot (fag bot, transaction bot)
o CT.Gov Service Catalog and Intent based experience
o MyCT account-based dashboard experience
o Expanding Business.CT.gov
o Developing Driving.CT.gov, Health.CT.gov, Education.CT.gov, Jobs.CT.gov, Taxes.CT.gov
e Enterprise Platform Capabilities
o Document Management
o Payment Processing
o Robotics Process Automation
o Rapid Forms Digitization
e Security
Dashboard for security performance of agencies

o Assessment and Mitigation of single point of failures
o Identity Proofing / Identity correlation
o Development of an 11-million-dollar cyber security budget to be approved in Q1 of the

next fiscal year.
e Deployment and migration of Public Safety Data Network (PSDN)
e In partnership with agencies, develop a reference architecture for data pipeline and analytics
e Bucks Recovery Application Modernization
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FY 2021 Technology Budget

Category Account  Account Description Total Amount
Hardware 53740 IT Hardware Maint & Support S 1,992,297.15
53920 IT Supplies S 165,639.28
54150 Controllable Property S 179,088.15
54151 Non-Controllable Property S 2,687,987.51
54153 IT Hardware Controllable S 507,368.69
54154 IT Hardware Non-Controllable S 33,465.57
55700 Capital-IT Hardware Purch/Inst S 1,601,979.51
55730 IT Equipment S 7,228,672.00
Hardware Total S 14,396,497.86
Services (Consulting) 53715 IT Consultant Services Hourly S 43,286,509.51
53716 IT Consutant Services Fixed Fee S 74,916.25
53717 Managed Services S 100,803.00
53720 IT Data Services S 1,483,855.09
Services (Consulting) Total S 44,946,083.85
Software 53718 Software as a Service S 90,395.55
53719 Platform as a Service S -
53721 Infrastructure as a Service S 7,010.64
53755 Non-Controllable Software S 16,591,790.17
53760 IT Software Maint & support S 8,628,450.43
54152 Controllable Software S -
55725 Capitalized Software S 470,834.18
Software Total S 25,788,480.97
Subscription 51674 Online Information Services S 37,485.80
51675 Subscriptions S  2,064,839.70
Subscription Total $ 2,102,325.50
Telecom 53820 Cellular Communication Srvcs S 149,286.75
53830 Internet Services S 921,960.46
53850 Telephone Repair & Maintenance S 1,494,485.48
53860 Telephone Installation S 195,525.61
53870 Loc/Long Distance Telecomm Sv S 1,855,576.51
55710 Capital-Telecomm Equip/Syst S 1,893,640.12
Telecom Total S 6,510,474.93
Grand Total S 93,743,863.10
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Department of Aging and Disability Services
Mission

The mission of the Department of Aging and Disability Services (ADS) is - Maximizing opportunities for
the independence and well-being of people with disabilities and older adults in Connecticut. We provide
a wide range of services to our clients to assist them in maintaining or achieving their full potential for
self-direction, self-reliance and independent living.

Technology Strategy

ADS IT provides the agency with modern, secure and reliable technologies to meet the growing in house
demands and the requirements of Governor Lamont’s Streamlining Digital Services Initiative. We will
continue to improve service delivery using existing tools and adding new methodologies. Infrastructure,
including servers, applications, telecommunications network, security and monitoring will continue to
be redesigned and upgraded to current, more secure standards. The agency recognizes the Software
Management Policy that describes the use and disposal of software assets found at
http://www.osc.ct.gov/manuals/software/contents.htm.

Technology Achievements

e Setup, configured and deployed new clustered VMware infrastructure, using new hardware and
VMware software, to support the agency’s expanding needs and migrated all VM servers and
data storage from old servers to new VMware infrastructure.

e Re-designed, reconfigured, and implemented the agency’s Disaster Recovery Plan by acquiring
new software and repurposing existing hardware at the Groton Data Center.

e In conjunction with DAS/BEST, successfully setup and configured ADS public-interface web
applications, and development and hosting environments at the Groton Data Center by setting
up the SQL and web servers.

e Built and implemented the public interface ADS Application Access Portal (ADS Portal)
https://adsapps.ct.gov/ADSPortal/Default.aspx, which provides login, role-based access and
web-shared resources for all web-based applications built in-house.

e Built and deployed in staging environment a web-application for Involuntary Transfer and
Discharge Notification https://adsapps.ct.gov/LTCOP/Default.aspx for all CT nursing homes to
submit notifications to ADS.

e Converted the Workers Rehabilitation Services case management application from
Sybase/Power Builder to SQL/.NET web-based flatform. 90% of the system has been rewritten.
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e Migrated the ADS Forums and ADRC application from DSS application hosting environment to
ADS’ newly created application hosting directory structure.

e Built a new virtual file server with modern technologies to replace agency’s decade old, fragile,
physical file server.

Digital Government
List of Online Services Available:

e State websites: www.portal.ct.gov/ADS and www.ct.gov/connect-ability

e C(Client information websites: www.cttechact.com, www.elearning.connect-ability.com

e Long Term Care Ombudsman Program website https://portal.ct.gov/LTCOP

e CT Elder Justice Coalition website - https://elderjusticect.org/.

e A new Microsoft cloud-based Intranet site created in SharePoint for ADS employees to access
employment related information.

e Social media websites: https://twitter.com/ADS__ CT,
https://www.facebook.com/ADSConnecticut, https://www.linkedin.com/in/brsct/,
https://www.youtube.com/channel/UCzc2xHDg5WYgVr_bpar9jrg,
https://www.instagram.com/ads__ct/

List of Online Services Requested by Constituents:

e Ability to apply online for Vocational Rehabilitation Program services
e Ability to learn about agency services and obtain access to available resources
e Use of online video communication options

List of Online Services Planned to be made available:

e Long-Term Care Ombudsman’s Involuntary Transfer and Discharge Notification System for CT
nursing homes: https://adsportal.ct.gov/CTITDNOTIF/Default.aspx

e Public interface ADS Forums web application:
https://portaldir.ct.gov/ADS/asdforums/default.aspx

Planned Applications

e Migrate BRS System 7 case management system application from old hardware to new VMware
infrastructure.

e Complete conversion of Workers Rehabilitation Services case management system/application
from Sybase-Power Builder to SQL .NET web-based flatform.

e Migrate old file server to newly built virtual file server.

Page 41 of 202


http://www.google.com/imgres?imgurl=https://upload.wikimedia.org/wikipedia/commons/9/96/Flag_of_Connecticut.svg&imgrefurl=https://en.wikipedia.org/wiki/Connecticut&h=459&w=594&tbnid=xykjy4HfmvL-zM:&tbnh=116&tbnw=151&docid=2LY4wD0O8L4sxM&itg=1&usg=__hz6KIQ3oJriP8Hib5qYeEha0WhM=
http://www.portal.ct.gov/ADS
http://www.ct.gov/connect-ability
http://www.cttechact.com/
http://www.elearning.connect-ability.com/
https://portal.ct.gov/LTCOP
https://elderjusticect.org/
https://twitter.com/ADS__CT
https://www.facebook.com/ADSConnecticut
https://www.linkedin.com/in/brsct/
https://www.youtube.com/channel/UCzc2xHDq5WYgVr_bpar9jrg
https://www.instagram.com/ads__ct/
https://portaldir.ct.gov/ADS/asdforums/default.aspx

State of Connecticut
IT Strategic Plan for Fiscal Year 2022

e Convert existing MS Access database applications to SQL server. Use the current MS Access
interface and link it to a SQL server database, instead of an MS Access database.

e Migrate all active directory components from current DORS, BESB, CDHI OUs to newly created
ADS OU.

e Migrate business critical physical servers to VMs.
e Rewrite and redesign current VB based ADRC application to .Net based.

FY 2022 Technology Budget

Outline a plan for technology spend from all sources:
Hardware -$ 40,000

Software Subscriptions - $100,000

IT Consulting Services - $200,000

Software Maintenance & Support - $500,000

Telecom and Data - $ 30,000

FY 2022 Technology Major Expenditures
List all planned agency technology expenditures in excess of $100K:

e Software Maintenance & Support - $400,000 annually for Disability Determination Services Case
Tracking Software
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